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1
METHOD AND SYSTEM FOR PROTECTING
PRIVACY AND ENHANCING SECURITY ON
AN ELECTRONIC DEVICE

COPYRIGHT NOTICE

A portion of the disclosure of this patent document con-
tains material which is subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclo-
sure, as it appears in the Patent and Trademark Office patent
file or records, but otherwise reserves all copyright rights
whatsoever.

FIELD OF THE INVENTION

One or more embodiments relate generally to handheld
electronic devices, and more specifically to systems and
methods for protecting a user’s privacy and enhancing secu-
rity on an electronic device, such as a mobile communication
device.

BACKGROUND

The subject matter discussed in the background section
should not be assumed to be prior art merely as a result of its
mention in the background section. Similarly, a problem
mentioned in the background section or associated with the
subject matter of the background section should not be
assumed to have been previously recognized in the prior art.
The subject matter in the background section merely repre-
sents different approaches, which in and of themselves may
also be inventions.

Mobile electronic communication devices have evolved
beyond simple telephones and are now highly complex mul-
tifunctional devices with capabilities rivaling, and in some
cases surpassing, those of desktop or laptop computers. In
addition to voice communications, many mobile communi-
cation devices are capable of capturing images, text messag-
ing, e-mail communications, internet access, social network-
ing, and running full-featured application software. A full
range of mobile applications are available from online appli-
cation stores that can be downloaded onto mobile communi-
cation devices. These applications can be games and/or ser-
vices that provide additional capabilities, such as online
banking, stock trading, payments, and other financial activi-
ties. Furthermore, mobile communication devices can store
confidential or private information such as access codes, pass-
words, account numbers, e-mail addresses, personal commu-
nications, phone numbers, and financial information.

With so many functions and services and with the ability to
store sensitive and confidential information, mobile commu-
nication devices are a prime target for cybercriminals who
create malicious applications, which when loaded onto a
device are designed to gain access to information stored on
the device or to disrupt the operation of the device. Indeed, the
number of identified malicious applications targeting mobile
devices increased six fold in one year over the previous year.
Some malicious applications are designed to run silently in
the background without the user’s knowledge. These appli-
cations can eavesdrop on the user’s input actions and/or on
incoming or outgoing messages, and can then forward this
information to another device or destination.

In some instances, a malicious application can be config-
ured to eavesdrop on information collected by one or more
sensors in the communication device, and to use that infor-
mation to infer a password or other sensitive information. For
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example, many mobile communication devices include iner-
tial motion sensors, e.g., an accelerometer and a gyroscope,
that collect information relating to the spatial movement and
orientation of the device. Access to this motion information
by an application on the device is typically unfettered. While
seemingly harmless, it has been shown that sensor informa-
tion collected by an accelerometer and/or a gyroscope when a
user is typing on an on-screen keyboard provided by the
device can be used to infer the keystrokes associated with the
typing. This information leak can help a cybercriminal to
decipher the user’s password or other confidential informa-
tion. In a different example, there is an increasing trend
towards the use of sensors in or connected to a communica-
tions device to monitor health or medical conditions. Access
to this information by an application on the device can raise
privacy concerns.

BRIEF DESCRIPTION OF THE DRAWINGS

In the following drawings like reference numbers are used
to refer to like elements. Although the following figures
depict various examples, the one or more implementations
are not limited to the examples depicted in the figures.

FIG. 1 is a block diagram illustrating an electronic device
according to an embodiment;

FIG. 2 is a block diagram illustrating an electronic device
according to another embodiment; and

FIG. 3 is an operational flow diagram illustrating a high
level overview of a method for protecting a user’s privacy on
an electronic device according to an embodiment.

DETAILED DESCRIPTION

It should be appreciated that the present invention can be
implemented in numerous ways, including as a process, an
apparatus, a system, a device, a method, or a computer read-
able medium such as a computer readable storage medium
containing computer readable instructions or computer pro-
gram code, or a computer network wherein computer read-
able instructions or computer program code are sent over
optical or electronic communication links. Applications, soft-
ware programs or computer readable instructions may be
referred to as components or modules. Applications may take
the form of software executing on a general purpose computer
or be hardwired or hard coded in hardware. Applications may
also be downloaded in whole or in part through the use of a
software development kit, framework, or toolkit that enables
the creation and implementation of the present invention. In
this specification, these implementations, or any other form
that the invention may take, may be referred to as techniques.
In general, the order of the steps of disclosed processes may
be altered within the scope of the invention.

Systems and methods are provided for protecting a user’s
privacy on a mobile communication device that hosts appli-
cations and includes a plurality of sensors. In an embodiment,
the inventive systems and methods manage the sensor infor-
mation collected by the device’s sensors and determine which
applications, if any, are authorized to access certain types of
sensor information. As noted above, sensor information asso-
ciated with at least one user input action can be collected by
a sensor in the mobile communication device, and an appli-
cation hosted by the device can request access to the sensor
information from the sensor. In some cases, such requests are
automatically granted because the sensor is not configured to
validate requests, and can result in the release of sensitive
information. According to an embodiment, the request for
access is intercepted, and access to the sensor information is
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controlled based on the requesting application. Thus, the
user’s privacy on the device is protected by controlling access
to the sensor information associated with the user’s input
actions.

As used herein, the term “mobile communication device”
refers to mobile phones, tablets, PDAs and smartphones. The
term “mobile communications device” also refers to a class of
laptop computers which run an operating system that is also
used on mobile phones, tablets, PDAs, or smartphones. Such
laptop computers are often designed to operate with a con-
tinuous connection to a cellular network or to the internet via
a wireless link. Specifically, mobile communication devices
include devices for which wireless communication services
such as voice, messaging, data, or other wireless Internet
capabilities are a primary function. As used herein, a “mobile
communication device” may also be referred to as an “elec-
tronic device,” an “electronic client device,” “mobile device,”
“mobile client,” or “handset.” However, a person having skill
in the art will appreciate that while the present invention is
disclosed herein as being used on mobile communication
devices, the present invention may also be used on other
computing platforms, including desktop, laptop, notebook,
netbook, or server computers.

Prior to describing the subject matter in detail, an exem-
plary mobile communication device in which the subject
matter may be implemented shall first be described. Those of
ordinary skill in the art will appreciate that the elements
illustrated in FIG. 1 may vary depending on the system imple-
mentation. With reference to FIG. 1, a block diagram of an
embodiment of the mobile communication device 101 is
illustrated. The mobile device 101 includes: an operating
system 113, an input device 115, a radio frequency transceiv-
er(s) 116, a visual display 125, and a battery or power supply
119. Each of these components is coupled to a central pro-
cessing unit (CPU) 103. The device operating system 113
runs on the CPU 103 and enables interaction between appli-
cation programs and the mobile device hardware compo-
nents. In an embodiment, the mobile device 101 receives data
through an RF transceiver(s) 116 which may be able to com-
municate via various networks, for example: Bluetooth, local
area networks such as WiF1i, and cellular networks such as
GSM, CDMA or LTE.

In an embodiment, a local software component 175 is an
application program that is downloaded to a mobile device
and installed so that it integrates with the operating system
113. Much of the source code for the local software compo-
nent 175 can be re-used between various mobile device plat-
forms by using a cross-platform software architecture. In
such a system, the majority of software functionality can be
implemented in a cross-platform core module. The cross-
platform core can be universal allowing it to interface with
various mobile device operating systems by using a platform-
specific module and a platform abstraction module that both
interact with the mobile device operating system 113, which
is described in U.S. patent application Ser. No. 12/255,626,
entitled “SYSTEM AND METHOD FOR A MOBILE
CROSS-PLATFORM SOFTWARE SYSTEM.” In another
embodiment, the local software component 175 can be
device, platform or operating system specific.

The mobile device 101 may operate in a networked envi-
ronment using logical connections to one or more remote
nodes 111 via a communication interface. The remote node
may be another computer, a server, a router, a peer device or
other common network node, and typically includes many or
all of the elements described above relative to the mobile
device 101. The communication interface may interface with
a wireless network and/or a wired network. Examples of
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wireless networks include, for example, a BLUETOOTH net-
work, a wireless personal area network, a wireless 802.11
local area network (LAN), and/or wireless telephony network
(e.g., a cellular, PCS, or GSM network). Examples of wired
networks include, for example, a LAN, a fiber optic network,
a wired personal area network, a telephony network, and/or a
wide area network (WAN). Such networking environments
are commonplace in intranets, the Internet, offices, enter-
prise-wide computer networks and the like.

It should be understood that the arrangement of mobile
communication device 101 illustrated in FIG. 1 is but one
possible implementation and that other arrangements are pos-
sible. It should also be understood that the various system
components (and means) defined by the claims, described
below, and illustrated in the various block diagrams represent
logical components that are configured to perform the func-
tionality described herein. For example, one or more of these
system components (and means) can be realized, in whole or
in part, by at least some of the components illustrated in the
arrangement of mobile device 101. In addition, while at least
one of these components are implemented at least partially as
an electronic hardware component, and therefore constitutes
a machine, the other components may be implemented in
software, hardware, or a combination of software and hard-
ware. More particularly, at least one component defined by
the claims is implemented at least partially as an electronic
hardware component, such as an instruction execution
machine (e.g., a processor-based or processor-containing
machine) and/or as specialized circuits or circuitry (e.g., dis-
crete logic gates interconnected to perform a specialized
function), such as those illustrated in FIG. 1. Other compo-
nents may be implemented in software, hardware, or a com-
bination of software and hardware. Moreover, some or all of
these other components may be combined, some may be
omitted altogether, and additional components can be added
while still achieving the functionality described herein. Thus,
the subject matter described herein can be embodied in many
different variations, and all such variations are contemplated
to be within the scope of what is claimed.

In the description that follows, the subject matter will be
described with reference to acts and symbolic representations
of operations that are performed by one or more devices,
unless indicated otherwise. As such, it will be understood that
such acts and operations, which are at times referred to as
being computer-executed, include the manipulation by the
processing unit of data in a structured form. This manipula-
tion transforms the data or maintains it at locations in the
memory system of the device, which reconfigures or other-
wise alters the operation of the device in a manner well
understood by those skilled in the art. The data structures
where data is maintained are physical locations of the
memory that have particular properties defined by the format
of the data. However, while the subject matter is being
described in the foregoing context, it is not meant to be
limiting as those of skill in the art will appreciate that various
of the acts and operation described hereinafter may also be
implemented in hardware.

FIG. 2 is a more detailed block diagram of a mobile com-
munication device 200 having components, and/or their ana-
logs, that are configured to protect a user’s privacy according
to an embodiment. As is shown in FIG. 2, the mobile com-
munication device 200 can include a display 201, a processor,
a plurality of applications 210, memory, and a plurality of
sensors 230. In an embodiment, the display 201 can be con-
figured to present visual content to a user 110 of the commu-
nication device 200 via a browser window and/or a browser
tab 202 associated with an application 210. Alternatively or in
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addition, the display 201 can present a soft keyboard 203. In
an embodiment, the display 201 can be a touch sensitive
component that is configured to receive input information
from a user 110 when the user 110 touches a portion of the
displayed window/tab 202 and/or the soft keyboard 203.

As is shown in FIG. 2, the sensors 230 can include, an
accelerometer 230a, a gyroscope 2305, a remote motion
detector 230c¢, a biometric reader 230d, a camera 230e, a
microphone 230f; a geo-locator 230g, e.g., a Global Position-
ing System (GPS), and other sensors 230. In an embodiment,
each sensor 230 can collect sensor information 222 specific to
its sensor type. For example, the accelerometer 230q and the
gyroscope 2305 can be configured to collect inertial motion
information, e.g., linear acceleration and angular rotation, of
the communication device 200, and the remote motion detec-
tor 230c¢ can be configured to collect sensor information relat-
ing to the user’s 110 physical gestures. The biometric reader
230d can collect biometric information of theuser 110 such as
fingerprint and/or retina information. According to an
embodiment, some sensors 230 can continuously collect sen-
sor information 222, which can be provided, upon request, to
an application 210 for further processing. Alternatively, other
sensors 230 can be invoked on an as-needed basis to collect
sensor information 222. For example, the biometric reader
230d can be invoked to collect the finger print information of
the user 110 during an authentication process. It should be
understood that the sensors 230 can include sensors that
reside within the mobile communication device 200 or which
reside outside the device but are connected to it by a wired or
wireless connection.

According to an embodiment, the mobile communication
device 200 be configured to provide an execution environ-
ment configured to support operation of a Sensor Information
Control Unit 220. The Sensor Information Control Unit 220
can be configured, in an embodiment, to manage the sensor
information 222 collected by each of the sensors 230. For
example, when the accelerometer 230a collects acceleration
sensor information 222a and the gyroscope 23056 collects
rotational sensor information 2225, the Sensor Information
Control Unit 220 can receive and store the sensor information
222b, 222¢ and can determine which application 210, if any,
is authorized to have access to the sensor information 2225,
222c¢. For example, the Sensor Information Control Unit 220
can determine that a game application 210q is authorized to
access the sensor information 2225, 222¢ but that a mapping
application 2105 is not authorized.

FIG. 3 is aflow diagram illustrating a method for protecting
a user’s privacy on an electronic device according to an
embodiment. The method illustrated in FIG. 3 can be carried
out by, for example, at least some of the components in the
example electronic device illustrated in FIG. 1 and FIG. 2, but
can also be carried out in environments other than those
illustrated in FIG. 1 and FIG. 2. According to an embodiment,
the method 300 begins, in block 302, when sensor informa-
tion 222 associated with at least one user input action is
collected by a sensor 230 in an electronic device 200 hosting
a plurality of applications 210. For example, the accelerom-
eter 230a and/or the gyroscope 2305 can collect inertial
motion sensor information 222a associated with the user 110
touching the touch sensitive display 201, or the microphone
230f can collect audio information 2225 associated with the
user 110 providing a voice command. Alternatively or in
addition, the biometric reader 230d can collect biometric
sensor information associated with the user 110 providing a
fingerprint, or the remote motion detector 230c¢ can collect
motion sensor information 222¢ associated with the user 110
performing a gesture.
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According to an embodiment, the sensor information 222
collected by the sensor(s) 230 can be transmitted to the Sensor
Information Control Unit 220 for storage. As noted above, the
Sensor Information Control Unit 220 can be configured to
intercept a request from a requesting application, e.g., 2105,
to access the sensor information 222 associated with the user
input action and collected from at least one sensor 230 in
block 304. In an embodiment, the request can identify the
requesting application 2105 and the sensor, e.g., the acceler-
ometer 230a, from which the desired sensor information 222a
is collected. In response to receiving the request, the Sensor
Information Control Unit 220 can be configured to control
access to the desired sensor information 222a based on the
requesting application 2105 in block 306.

In an embodiment, the Sensor Information Control Unit
220 can be configured to receive one or more sets of sensor
information access rules 224 that define access control poli-
cies associated with sensor information 222 collected by the
sensor(s) 230, and to control access to the sensor information
222 based on the sets of sensor information access rules 224.
In some embodiments, a set of access rules 224¢ can be
provided by an application 210c¢ that defines which type(s) of
sensor information 222 the application 210¢ needs in order to
provide its functionality when the application 210cis running
in the foreground, i.e., when it is a foreground application. In
addition, such a set of access rules 224¢ can include a rule that
restricts access by a background application, e.g., 2105, to
sensor information 222 collected by specified sensors, e.g.,
the remote motion detector 230c¢ and the microphone 2307,
when the application 210« is running in the foreground. Alter-
natively or in addition, a rule provided by the foreground
application 210c¢ can restrict access by background applica-
tions 21054 to sensor information 222 during a specific stage or
phase during which the foreground application 210c is receiv-
ing user input actions corresponding to sensitive or secure
information, and can allow access by the background appli-
cation(s) 2105 otherwise.

In other embodiments, the user 110 and/or an administrator
of the device 200 can provide a set of access rules 2245 that
define global access control policies. For example, such a
global set of rules 2245 can include a rule that grants access to
sensor information collected by the biometric reader 2304 by
only a foreground application. Thus, a first application 210a
can be authorized to access biometric sensor information 222
but can be denied full access to such information when it is
running in the background, i.e., when it is a background
application. In another embodiment, the global set of rules
224p can include another rule that provides access to the
requested sensor information 222 when the first application
210a is a foreground application that requests the user input
action. In this case, a browser window/tab 202 and/or soft
keyboard 203 associated with the first application 210a can be
displayed by the touch sensitive display 201, and the user
input action can be an input in the window/tab 202 and/or a
keystroke corresponding to at least one key on the soft key-
board 203. The requested sensor information 222 can be
collected from the accelerometer 230q, the gyroscope 2305,
and/or the biometric reader 230c1.

In another embodiment, more than one browser window or
tab 202 can be displayed. For example, the touch sensitive
display 201 can provide a first window/tab 202 associated
with a first browser application 210« that is a foreground
application and a second window/tab 202q associated with a
second browser application 2105. In this case, the first win-
dow/tab 202 is in the foreground, i.e., is a foreground window,
and the second window/tab 202a is not. When the user input
action is received in the first browser window/tab 202 and
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both the first 210a and second 2105 browser applications
request sensor information 222, the global set of rules 2245
can include another rule that grants access by the first appli-
cation 210a and restricts access by the second application
2106 to the requested sensor information 222.

According to another embodiment, a set of access rules
224a can be provided by at least one of the sensors 230 to
define access policies for the sensor information 222 col-
lected by the sensor(s) 230. For example, in an embodiment,
the electronic device 200 can be placed on a surface next to
another device, such as a laptop computer, and the acceler-
ometer 230q in the electronic device 200 can eavesdrop on
keystrokes of the other device by collecting accelerometer
sensor information 222a associated with user input action on
the other device. In this case where the electronic device 200
is used to invade the privacy of another user of another device,
anaccess rule 224q provided by the accelerometer 230a in the
electronic device 200 can restrict access to the accelerometer
sensor information 222a by any application 210 when the
accelerometer sensor information 222 indicates that the
electronic device 200 has been placed on a stationary surface.
Conversely, when the accelerometer sensor information 222a
indicates that the electronic device 200 has been removed
from the stationary surface, the access rule 224a can be ter-
minated. Accordingly, the sensor 230 can control the circum-
stances under which another application 210 has access to the
sensor information 222 collected by the sensor 230.

When the Sensor Information Control Unit 220 determines
to restrict access by a requesting application 2105 to sensor
information 222, for example, because the requesting appli-
cation 2105 is a background application and the sensor infor-
mation is associated with user input actions, the Sensor Infor-
mation Control Unit 220 can block all access by the
requesting application 2105 to the sensor information 222
and return no information in response to the request. Alter-
natively or in addition, the Sensor Information Control Unit
220 can return partial or modified sensor information that
cannot be used to infer the user’s input action. For example,
random noise can be added to the sensor information 222 to
obfuscate the sensor information 222, and/or the sampling
frequency of the sensor 230 can be decreased to reduce the
amount of sensor information 222 collected.

In another embodiment, the Sensor Information Control
Unit 220 can provide alternative sensor information com-
pletely unrelated to the user input actions. In an embodiment,
the collected sensor information 222 can be replaced with
information corresponding to a neutral object. For example,
when the sensor is the accelerometer 230a, the information
provided in response to the request for sensor information can
be information corresponding to the electronic device when it
is at rest, i.e., placed on a stationary surface. In another
embodiment, the accelerometer 230a can be configured to
collect real time sensor information associated with the real
time motion of the electronic device 200 and to classify this
information into one of several large motion category types.
For example, the accelerometer 230a can be trained to corre-
late certain patterns of sensor information to broad classifi-
cations of motion such as walking, ascending/descending
stairs, bicycling, running, or resting. In this case, the Sensor
Information Control Unit 220 can replace the collected sensor
information 222 associated with the user input actions with
preconfigured accelerometer sensor information correspond-
ing to the motion category corresponding to the real time
motion of the electronic device 200.

According to an embodiment, the Sensor Information Con-
trol Unit 220 can be configured to restrict access by a request-
ing application 2104 to sensor information 222 only during a
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sensitive period mode when the user 110 is performing user
input actions. At other times, i.e., during non-sensitive peri-
ods, the Sensor Information Control Unit 220 can be config-
ured to provide the sensor information 222 collected by the
sensors 230 to a requesting application 210 regardless of
whether it is a foreground or background application. In an
embodiment, the Sensor Information Control Unit 220 can be
configured to determine that the electronic device 200 is in a
non-sensitive period mode when a specified amount of time
has passed, e.g., 60 seconds, without an input user action. In
this case, when an input user action is detected, i.e., a key-
stroke is entered, the Sensor Information Control Unit 220
can be triggered to immediately enter the sensitive period
mode.

Any of the above embodiments may be used alone or
together with one another in any combination. The one or
more implementations encompassed within this specification
may also include embodiments that are only partially men-
tioned or alluded to or are not mentioned or alluded to at all.
Although various embodiments may have been motivated by
various deficiencies with the prior art, which may be dis-
cussed or alluded to in one or more places in the specification,
the embodiments do not necessarily address any of these
deficiencies. In other words, different embodiments may
address different deficiencies that may be discussed in the
specification. Some embodiments may only partially address
some deficiencies or just one deficiency that may be discussed
in the specification, and some embodiments may not address
any of these deficiencies.

In addition, one will appreciate that in the description
above and throughout, numerous specific details are set forth
in order to provide a thorough understanding of the present
invention. It will be evident, however, to one of ordinary skill
in the art, that the present invention may be practiced without
these specific details. In other instances, well-known struc-
tures and devices are shown in block diagram form to facili-
tate explanation.

While one or more implementations have been described
by way of example and in terms of the specific embodiments,
it is to be understood that one or more implementations are
not limited to the disclosed embodiments. To the contrary, it
is intended to cover various modifications and similar
arrangements as would be apparent to those skilled in the art.
Therefore, the scope of the appended claims should be
accorded the broadest interpretation so as to encompass all
such modifications and similar arrangements.

What is claimed is:

1. A method for controlling access to a delivery of sensor
information to a requesting application running on an elec-
tronic device, the method comprising:

collecting, by a sensor in the electronic device hosting a

plurality of applications, the sensor information associ-
ated with at least one user input action;

intercepting, by the electronic device, a request to access

the sensor information from the requesting application
of the plurality of applications;

determining, by the electronic device, that the requesting

application is running in one of a foreground of the
electronic device and a background of the electronic
device; and

controlling, by the electronic device, access of the request-

ing application to the sensor information associated with
the at least one user input action by applying a set of
access rules including at least one rule based on the
determination that the requesting application is running
in the foreground of the electronic device and at least one
rule based on the determination that the requesting
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application is running in the background of the elec-
tronic device, wherein the set of rules defines access
control policies to permit or to prevent the delivery of the
sensor information to the requesting application running
on the electronic device, the access control policies
being associated with the sensor information collected
by the sensor in the electronic device.
2. The method of claim 1 wherein the sensor includes one
of an accelerometer, a gyroscope, a camera, a biometric
reader, a microphone, and a remote motion detector.
3. The method of claim 1 wherein the at least one user input
action includes a touching a touchpad, providing a voice
command, providing biometric information, and performing
at least one of a gesture.
4. The method of claim 1 wherein the at least one rule based
on the determination that the requesting application is run-
ning in the background of the electronic device is a rule for
preventing all access by the requesting application to the
sensor information.
5. The method of claim 1 wherein, based on the determi-
nation that the requesting application is running in the back-
ground of the application, preventing the delivery of the sen-
sor information by adding a random noise to the sensor
information to obfuscate the sensor information.
6. The method of claim 1 wherein, based on the determi-
nation that the requesting application is running in the back-
ground of the application, preventing the delivery of the sen-
sor information by decreasing a sampling frequency of the
sensor to reduce the sensor information.
7. The method of claim 1 wherein, based on the determi-
nation that the requesting application is running in the back-
ground of the application, preventing the delivery of the sen-
sor information by replacing the collected sensor information
with information corresponding to a neutral object.
8. The method of claim 1 wherein, when the sensor is an
accelerometer, the method further comprises detecting, by the
accelerometer, that the electronic device is placed on a sta-
tionary surface, and the step of preventing the requesting
application from accessing the sensor information.
9. The method of claim 1 further comprising:
displaying, by the electronic device, at least one of a win-
dow and a soft keyboard associated with a first applica-
tion of the plurality of applications based on the deter-
mination that the first application is running in the
foreground of the electronic device;
requesting, by the first application in the electronic device,
auser input action comprising at least one of an input in
the window and a keystroke corresponding to at least
one key on the soft keyboard displayed by the electronic
device;
receiving, by the electronic device, the user input action in
at least one of the window and the soft keyboard; and

providing, by the electronic device, access to the sensor
information associated with the input action to the first
application.

10. The method of claim 9, further comprises, if the
requesting application is not authorized to access the sensor
information, controlling access to the delivery of sensor infor-
mation to the requesting application, wherein controlling
access includes at least one of preventing all access to the
sensor information, adding random noise to the sensor infor-
mation to obfuscate the sensor information, and replacing the
sensor information with information corresponding to a neu-
tral object based on the determination that the requesting
application is running in the background of the electronic
device.
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11. The method of claim 1, wherein the set of access rules
further comprises at least one rule for restricting access by the
requesting application to the collected sensor information
during a sensitive period mode when a user is performing the
at least one user input action.

12. The method of claim 11 wherein the set of access rules
are provided by atleast one of the user, an administrator of the
electronic device, and an application of the plurality of appli-
cations hosted by the electronic device.

13. The method of claim 1 further comprising:

providing, by the electronic device, a first browser window

or a first browser tab and a second browser window or a
second browser tab;

receiving, by the electronic device, the at least one user

input action in the first browser window/tab, wherein the
first browser window/tab is running in the foreground of
the electronic device;

providing, by the electronic device, access to the sensor

information associated with the least one user input
action to the first browser window/tab; and

restricting access to the sensor information by the second

browser window/tab when the second browser window/
tab is not running in the foreground of the electronic
device.

14. The method of claim 1 further comprising:

collecting, by the sensor, real time sensor information asso-

ciated with a real time motion of the electronic device;
and

classifying, by the sensor, the real time sensor information

associated with the real time motion of the electronic
device into a first of a plurality of motion categories,
wherein controlling access to the sensor information
associated with the at least one user input action includes
providing preconfigured sensor information corre-
sponding to the first motion category.

15. A non-transitory computer-readable medium carrying
one or more sequences of instructions for controlling access
to the delivery of sensor information to a requesting applica-
tion running on an electronic device, which instructions,
when executed by one or more processors, cause the one or
more processors to perform operations comprising:

collecting, by a sensor in the electronic device hosting a

plurality of applications, the sensor information associ-
ated with at least one user input action;

intercepting, by the electronic device, a request to access

the sensor information from the requesting application
of the plurality of applications;

determining, by the electronic device, that the requesting

application is running in one of a foreground of the
electronic device and a background of the electronic
device; and

controlling, by the electronic device, access of the request-

ing application to the sensor information associated with
the at least one user input action by applying a set of
access rules including at least one rule based on the
determination that the requesting application is running
in the foreground of the electronic device and at least one
rule based on the determination that the requesting
application is running in the background of the elec-
tronic device, wherein the set of rules defines access
control policies to permit or to prevent the delivery ofthe
sensor information to the requesting application running
on the electronic device, the access control policies
being associated with the sensor information collected
by the sensor in the electronic device.

16. The computer-readable medium of claim 15 wherein
the set of access rules includes a rule for preventing all access
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to the sensor information by the requesting application based
on the determination that the requesting application is run-
ning in the background of the electronic device.

17. The computer-readable medium of claim 15 wherein
preventing the delivery of the sensor information includes
adding a random noise to the sensor information to obfuscate
the sensor information based on the determination that the
requesting application is running in the background of the
electronic device.

18. The computer-readable medium of claim 15 wherein
preventing the delivery of the sensor information includes
decreasing a sampling frequency of the sensor to reduce the
sensor information based on the determination that the
requesting application is running in the background of the
electronic device.

19. The computer-readable medium of claim 15 wherein
preventing the delivery of the sensor information includes
replacing the sensor information with information corre-
sponding to a neutral object based on the determination that
the requesting application is running in the background of the
electronic device.

20. The computer-readable medium of claim 15 wherein
the set of access rules further comprise at least one rule for
restricting access by the requesting application to the col-
lected sensor information during a sensitive period mode
when a user is performing the at least one user input action.

21. The computer-readable medium of claim 15 wherein
the instructions cause the one or more processors to perform
further operations comprising:
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providing, by the electronic device, a first browser window
or a first browser tab and a second browser window or a
second browser tab;

receiving, by the electronic device, the at least one user

input action in the first browser window/tab, wherein the
first browser window/tab is running in the foreground of
the electronic device;

providing, by the electronic device, access to the sensor

information associated with the least one user input
action to the first browser window/tab; and

restricting access to the sensor information by the second

browser window/tab when the second browser window/
tab is not running in the foreground of the electronic
device.

22. The computer-readable medium of claim 15 wherein
the instructions cause the one or more processors to perform
further operations comprising:

collecting, by the sensor, real time sensor information asso-

ciated with a real time motion of the electronic device;
and

classifying, by the sensor, the real time sensor information

associated with the real time motion of the electronic
device into a first of a plurality of motion categories,
wherein controlling access to the sensor information
associated with the at least one user input action includes
providing preconfigured sensor information corre-
sponding to the first motion category.
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